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1 System Requirements 

1.1 Compatibility Operating System (OS) and Browser 
 

Table 1 Compatibility Multi OS and Browser 

OS  Browser  Result  

Windows 8  1. Microsoft Edge  

2. Chrome (√)  

1. Accessible  

2. Accessible  

Windows 10  1. Microsoft Edge  

2. Chrome (√)  

1. Accessible  

2. Accessible  

Windows 11 1. Microsoft Edge  

2. Chrome (√)  

1. Accessible 

2. Accessible 

 

Note: √ recommended browser 
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1.2 Disable Pop-Up Blocker 

 Microsoft Edge  

 
Figure 1 Microsoft Edge Setting 

1. Open Microsoft Edge (Refer Figure 1).  

2. Click 3 dot at the top right (Refer Figure 1). 

3. Click Setting to check popup blocker setting (Refer Figure 1). 

 
Figure 2 Cookies and Site Permission Setting 

4. Select Cookies and site permission on side bar setting (Refer Figure 2). 
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5. Select Pop-ups and redirect to setting the pop-up blocker (Refer Figure 2). 

 

Figure 3 Site Permissions / Pop-ups and redirects 

6. Click Add button on allow table (Refer Figure 3) to add the AEO System URL.  

7. Add site pop-up will show (Refer Figure 4). 

 

Figure 4 Add Site URL 

8. Insert URL for AEO System https://aeo.customs.gov.my/ on the site field (Refer 

Figure 4).  

9. Click Add button to save the URL for allow pop-up (Refer Figure 4). 

10. Click Cancel button to cancel the process (Refer Figure 4). 

https://aeo.customs.gov.my/
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 Chrome 

 

Figure 5 Chrome Setting 

1. Open Chrome (Refer Figure 5).  

2. Click 3 dot at the top right (Refer Figure 5). 

3. Click Setting to check popup blocker setting (Refer Figure 5). 

 

Figure 6 Privacy and Security Setting 
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4. Select Privacy and Security on side bar setting (Refer Figure 6). 

5. Select Site Setting to find setting for pop-up blocker (Refer Figure 6). 

 
Figure 7 Pop-ups and Redirects Setting 

6. Select Pop-ups and redirect to setting the pop-up blocker (Refer Figure 7). 

 

Figure 8 Pop-ups and Redirect Popup Setting 



 
Jabatan Kastam Diraja Malaysia 

User Manual 
Doc Ref: AEOUserManual 
Doc ID: AEO _PUBLIC_USER_APPLICATION_V1.1 Page No. 8 

 
7. Click allow redirect pop-ups radio button if user need to allow pop-up blocker 

as default (Refer Figure 8).  

8. Click Add button on allow table (Refer Figure 8) to add the AEO System URL.  

9. Add site pop-up will show (Refer Figure 9). 

 

Figure 9 Add Site URL 

10. Insert URL for AEO System https://aeo.customs.gov.my/ on the site field (Refer 

Figure 9). 

11. Click Add button to save the URL for allow pop-up (Refer Figure 9). 

12. Click Cancel button to cancel the process (Refer Figure 9). 

  

https://aeo.customs.gov.my/


 
Jabatan Kastam Diraja Malaysia 

User Manual 
Doc Ref: AEOUserManual 
Doc ID: AEO _PUBLIC_USER_APPLICATION_V1.1 Page No. 9 

 
2 ACCESS PORTAL 

 

Figure 10 AEO Portal 

1. Open Windows Edge or Chrome. 

2. Type the URL address https://aeo.customs.gov.my/ to access to Official Portal 

Authorized Economic Operator Malaysia (AEO) website. 

3. Click on AEO Application tab to direct to AEO National Application page 

(Refer Figure 10). 

  

https://aeo.customs.gov.my/
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3 PRE-AEO APPLICATION 

 

Figure 11 AEO National Application 

1. On the first section, click on Submit Pre-AEO Application hyperlink to direct to 

Pre-AEO Application page (Refer Figure 11). 

2. System will display Pre-AEO Application page (Refer Figure 12). 

3. On the second section, click on Check Pre-AEO Application Status hyperlink to 

direct to Pre-AEO Application Status Check page (Refer Figure 11). 

4. System will display Pre-AEO Application Status Check page (Refer Figure 18). 

5. On the third section, user whom Pre-AEO Application is approved, can Login 

into the system (Refer Figure 26). 
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3.1 Register Pre-AEO Application 

 

Figure 12 Pre-AEO Application 

1. Under this section, user can click the following button: - 

• Submit – To submit Pre-AEO Application (Refer Figure 12). 

• Cancel – To close Pre-AEO Application page (Refer Figure 12). 
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Figure 13 Pre-AEO Application - Mandatory Field 

2. Fill all the mandatory field to submit Pre-AEO Application (Refer Figure 13). 

3. Table 2 below shows all field on Pre-AEO Application in Pre-AEO Application 

screen. 

Table 2 Pre-AEO Application field detail 

No. Field Name Type Mandatory 

Field 

Remarks 

1. Company Name Text Yes - 

2. Company Type Optional Yes 1. A – Registrar of 

Business (ROB) or 

2. B – Registrar of 

Company (ROC) 



 
Jabatan Kastam Diraja Malaysia 

User Manual 
Doc Ref: AEOUserManual 
Doc ID: AEO _PUBLIC_USER_APPLICATION_V1.1 Page No. 13 

 
3. Company 

Registration No. 

Numeric Yes Example: - 

202305312345 

4. Address Alphanumeric Yes - 

5. Postcode Numeric Yes - 

6. State Optional Yes State 

7. Telephone Numeric Yes Format: -  

Start with 

0######### 

# - Number 

8. Email Alphanumeric Yes Example: - 

testaeo@gmail.com 

9. Person Applied 

Name 

Text Yes - 

10. New NRIC / 

Passport Number 

Alphanumeric Yes - 

11. Designation Text Yes - 

12. Upload 

Documents 

Upload Yes - 

13. reCAPTCHA Checkbox Yes - 

 

4. User should enter the company's official email, rather than individual email, as 

all notifications will be sent to the registered email address.  
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3.2 Submit Pre-AEO Application 

 
Figure 14  reCAPTCHA 

1. Tick on reCAPTCHA and click on Submit button to submit Pre-AEO Application 

or click on Cancel button to close Pre-AEO Application page (Refer Figure 14). 

 
Figure 15  Pop-up confirmation to proceed 

2. Pop-up notification to confirm the submission of the Pre-AEO Application, click 

OK button to confirm submission or Cancel button to cancel submission (Refer 

Figure 15). 

 
Figure 16 Pre-AEO Application Submitted 
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3. After pre-AEO Application has been submitted, system will display Alert Screen 

to inform to the user that their pre-AEO application has been successfully 

submitted and it is now in the approval waiting process (Refer Figure 16). 

 
Figure 17 Email of Successfully Submitted the Pre-AEO Application 

4. User will then receive an email of successfully submitted the pre-AEO 

Application (Refer Figure 17). 

5. During this status, Officer will review the pre-AEO Application before granting 

approval. Users should wait until they receive an email notification regarding 

their pre-AEO Application. 
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3.3 Check Pre-AEO Application Status 

 

Figure 18 Check Pre-AEO Application Pending Approval Status 

1. Under this section, user can click the following button: - 

• Check – To check Pre-AEO Application Status (Refer Figure 18). 

• Cancel – To close Pre-AEO Application Status Check page ((Refer Figure 

18). 
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Figure 19 Pre-AEO Application Pending Approval Status Check - Mandatory Field 

2. Fill all mandatory fields to check Pre-AEO Application status (Refer Figure 19). 

3. Table 3 below shows all fields on Pre-AEO Application status. 

Table 3 Pre-AEO Application Pending Approval Status Check - Mandatory Field 

No. Field Name Type Mandatory 

Field 

Remarks 

1. Pre-AEO 

Application Ref. 

No. 

Numeric Yes Example: - 

2023100087 

2. Email Alphanumeric Yes - 

 

4. Click on Check button to proceed checking Pre-AEO Application status (Refer 

Figure 19). 

5. Click on Cancel button to close Pre-AEO Application Status (Refer Figure 19). 
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Figure 20 Pre-AEO Application Pending Approval Status Check – Details 

6. System displayed details of current pre-AEO Application status along with Pre-

AEO Application Ref. No., Submission Date, Company Name, Company 

Registration No. & Email (Refer Figure 20). 

7. Alert message display for Pending Approval status “This Pre-AEO application is 

pending for approval.” (Refer Figure 20). 

8. Click on hyperlink Return to Front Page to back to AEO Portal (Refer Figure 20). 

9. When the pre- AEO Application is approved by the Officer, user will receive an 

email notification stating that the pre-AEO application has been approved 

(Refer Figure 23). 
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Figure 21 Pre-AEO Application Approved Status Check – Details 

10. Alert message display for Approved status “The system will send an application 

status notification email to the above email address within 1 hour.” (Refer Figure 

21). 
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Figure 22 Application Rejected Status Check – Details 

11. Alert message display for Rejected status “The system will send an application 

status notification email to the above email address soon.” (Refer Figure 22). 

12. Second alert message display with Appeal button “You may edit the original 

submission and then resubmit the updated application. Please click the above 

button to get an email containing the link to appeal the application” (Refer 

Figure 22). 
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3.4 Email Notification 
After the Pre-AEO application has been approved, the user will receive an email 

notification stating that the Pre-AEO application has been approved based on the 

email provided during the Pre-AEO application registration. 

 

Figure 23 Pre-AEO Application Email Notification – Approved 

1. First section, in the email subject, user can find pre-AEO application reference 

number along with pre-AEO application status (Refer Figure 23). 

2. Second section contains the details of the pre-AEO application and user id. 

Users need to keep the user ID to use during the login process into the AEO 

system (Refer Figure 23). 

3. In the third section, there are steps for changing the password. Users can follow 

these steps until they successfully create a new password (Refer Figure 23).  
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3.5 Change Request Password 
From email notification, user needs to click change request password link to changing 

to a new password. System will direct to Password Change Request page (Refer Figure 

24). 

 

Figure 24 Password Change Request 

1. First section is Secure Password Requirement. Before set a new password, user 

needs to follow the Secure Password Requirement. The requirement is 

mandatory. All 5 requirement should be included in order to successfully create 

a new password with secure (Refer Figure 24). 

2. Second section is to fill the mandatory field (Refer Figure 24). 

• New Password: fill in new password. 

• Confirm New Password: retype same password as in New Password field. 
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3. Table 4 below shows all field on Pre-AEO Application in Pre-AEO Application 

screen. 

Table 4 New Password Details 

No. Field Name Type Mandatory 

Field 

Remarks 

1. New Password Alphanumeric Yes Example: - 

Abcd1234_ 

2. Confirm New 

Password 

Alphanumeric Yes Example: - 

Abcd1234_ 

 

4. Click on Update Password button to update to a new password or click on 

Cancel button to cancel create new password (Refer Figure 24). 

 

Figure 25 Password Change Success 

5. After successfully update password, system directed to Password Change 

Success alert screen. In this alert screen include details as such Pre-AEO 

application ref. no. and User ID (Refer Figure 25). 

6. User click on Return to Front Page link and make the first-time login in AEO 

system and register as AEO user (Refer Figure 25). 
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4 AEO APPLICATION 

4.1 User Login 

 

Figure 26 Login - AEO User 

1. After successfully change to a new password. User can make their first-time 

login into the system by entering User ID and Password (Refer Figure 26). 

2. Table 5 shows details for AEO user login. 

Table 5 Login - AEO User Details 

No. Field Name Type Mandatory 

Field 

Remarks 

1. User ID Alphanumeric Yes User can get User ID 

from email or check 

Pre-AEO application 

status. 

2. Password Alphanumeric Yes Insert password that 

was created during 

Password Change 

Request process. 

 

3. Click on Login button to login into the system (Refer Figure 26). 
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4.2 Apply AEO Application 

 

Figure 27 Apply AEO 

1. System directed to AEO Application Home page after successfully login (Refer 

Figure 27). 

2. Click on Apply AEO button to register as an AEO user (Refer Figure 27). 

3. System displays alert message user’s Pre-AEO application ref. no. along with 

submitted and approved date (Refer Figure 27). 
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Figure 28 AEO Application 

4. On the first section, system auto-populate user data registered on pre-AEO 

application, and it cannot be edited (Refer Figure 28). 

5. On the second section is a list of Documents to submit. User may need to 

download the documents, fill in information and upload documents on section 

3 (Refer Figure 28). 

6. On the third section, upload all mandatory documents based on its field (Refer 

Figure 28). 

7. Click on Save Draft button to save AEO application (Refer Figure 28). 
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8. Click on Submit button to submit AEO application (Refer Figure 28). 

9. Click on Cancel button to close AEO application page (Refer Figure 28).  
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4.3 Submit AEO Application 

 

Figure 29 Confirmation message - Submit AEO Application 

1. Click on OK button to proceed submit AEO application (Refer Figure 29). 

2. Click on Cancel button to cancel submit AEO application page (Refer Figure 

29). 

 

Figure 30 AEO Application Submitted 

3. After AEO Application has been submitted, system will display Alert Screen to 

inform to the user that their AEO application has been successfully submitted 

and it is now in the approval waiting process (Refer Figure 30). 

4. During this status, Officer will review the AEO Application before granting 

approval. Users should wait until they receive an email notification regarding 

their AEO Application (Refer Figure 30). 
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4.4 Email Notification 

 Submitted Email Notification 

 

Figure 31 Email Notification - AEO Application Submitted 

1. User will be received AEO application submitted email after user has submitted 

the application to the officer to approve (Refer Figure 31Figure 31. 

2. First section in the email subject, user can find AEO application no. along with 

AEO application status (Refer Figure 31Figure 31. 

3. Second section contains the details of the AEO application as such AEO 

Application Ref. No., user id and Registered Email (Refer Figure 31Figure 31. 
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 Approved Email Notification 

 

Figure 32 Email Notification - AEO Application Approved 

1. User will be received AEO application approved email after officer has 

approved the application (Refer Figure 32). 

2. First section in the email subject, user can find AEO application no. along with 

AEO application status (Refer Figure 32). 

3. Second section contains the details of the AEO application as such AEO 

Application Ref. No., AEO ID and MRA ID (Refer Figure 32). 

4. Third section contains AEO Approval letter attachment included in the 

approved email (Refer Figure 32). 

5. The AEO Approval letter attachment received is as below (Refer Figure 33). 
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Figure 33 AEO Approval letter attachment – First page 

6. The first page will contain the company name, address, AEO ID and MRA ID 

(Refer Figure 33).  
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Figure 34 AEO Approval letter attachment – Second page 

7. The second page will contain the AEO scope that were applied based on the 

AEO Application (Refer Figure 34). 
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5 Procedure to Install AEO Web CS using USB 

5.1 Install Token USB by sha2 
1. For first time use for new certificate (sha2), user will receive the certificate from 

Digicert which is Pos_Digicert_Digisign_ID_Enhanced_G3(Refer Figure 35). 

 
Figure 35 Certificate for sha2 installation 

2. Firstly, click certificate Pos_Digicert_Digisign_ID_Enhanced_G3. (Refer Figure 
35). 

 

Figure 36 idbasic.cer installation for token sha2 
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3. Click Install Certificate button to start installation (Refer Figure 36). 

 

Figure 37 Install certificate 

4. Click Next button to proceed next step (Refer Figure 37).  

5. Click Cancel button to cancel the process (Refer Figure 37). 

 

Figure 38 Install certificate store 
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6. Click Next button to proceed next step (Refer Figure 38).  

7. Click Cancel button to cancel the process (Refer Figure 38Figure 37). 

 

Figure 39 Finish to complete the installation 

8. Click Finish button to complete the installation (Refer Figure 39) then success 

popup will show (Refer Figure 40). 

9. Click Cancel button to cancel the process (Refer Figure 39). 

 

Figure 40 Success Installation 

10. Click OK button on the popup windows (Refer Figure 40). 
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